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Abstract. Although Turkish is a significant language with over 60 million na-
tive speakers, its cryptographic characteristics are relatively unknown. In this
paper, some language patterns and frequencies of Turkish (such as letter fre-
quency profile, letter contact patterns, most frequent digrams, trigrams and
words, common word beginnings and endings, vowel/consonant patterns, etc.)
relevant to information security, cryptography and plaintext recognition appli-
cations are presented and discussed. The data is collected from a large Turkish
corpus and the usage of the data is illustrated through cryptanalysis of a mono-
alphabetic substitution cipher. A new vowel identification method is developed
using a distinct pattern of Turkish—(almost) non-existence of double conso-
nants at word boundaries.

1 Introduction

Securing information transmission in data communication over public channels is
achieved mainly by cryptographic means. Many techniques of cryptanalysis use fre-
quency and pattern data of the source language. The cryptographic pattern and fre-
quency data are usually obtained by compiling statistics from a variety of source lan-
guage text such as novels, magazines and newspapers. Such data is available for many
languages. A good source is an Internet site “Classical Cryptography Course by
Lanaki” (http://www.fortunecity.com/skyscraper/codi@g@f/lesson5.htm) which in-
cludes data for English, German, Chinese, Latin, Arabic, Russian, Hungarian, etc. No
such data online or otherwise can be located for Turkish which is a major language
used by a large number of people.

Turkish, a Ural-Altaic language, despite its being one of the major languages of the
world [1], it is one of the “lesser studied languages” [2]. Even less studied are the
information theoretic parameters (e.g., entropy, redundancy, index of coincidence) and
cryptographic characteristics (patterns and frequencies relevant to cryptography) of
the Turkish language. Earliest work (that we are aware of) on the information theoretic
aspects of the Turkish is presented by Atl [3]. Although Atli calculated the digram
entropy and gave word length and consonant/vowel probabilities, he could not go
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beyond the digram entropy due to insufficient computing resources. In a more recent

time, Koltuksuz [4] addressed the issue of cryptanalytic parameters of Turkish where

he extracted n-gram entropy, redundancy and the index of coincidence values up to n
= 5. Adopting Shannon’s entropy estimation approach [5], present authors empirically

determined the language entropy upper-bound of Turkish as 1.34 bpc (bits per charac-
ter) with a corresponding redundancy of roughly 70% [6].

Data presented in this paper is obtained from a large Turkish text corpus of size
11.5 Megabytes. The corpus --contains files that are filtered so that they consist solely
of the 29 letters of the Turkish alphabet and the space, is the union of three corpora;
the first one is compiled from the daily newspaper Hurriyet by Dalkili¢ [7], the second
one contains 24 novel samples of 22 different authors by Koltuksuz [4], and the last
one consists of mostly news articles and novels collected by Diri [8].

This paper presents a variety of Turkish language patterns and frequencies (e.g.,
single letter frequency profile, letter contact patterns, common digrams, trigrams and
frequent words, word beginnings, vowel/consonant patterns, etc.) relevant to informa-
tion security, cryptography and plaintext recognition. Presented data is put to use to
solve the following mono-alphabetic substitution cipher problem found in [9].

DLKLESPFU FLMLTU FLE CBOL OIBJL GUNLER: APEYPKUBUB
SIBPJP MLYLB SCKZPA DPBNPEPFUBP &UCEGLOLYU GPZPFYCMH
PZZUF LOLFUBL OPUE. AL1V JPZYPBZU GPYBPJU MHZ. FCB
UDHNHGPYBPBUB MLJEEUBOL.

Throughout the cryptanalysis example uppercase letters for ciphertext and lower-
case for plaintext (typeset in Courier font) are used to improve readability.

2 Letter Frequencies

Turkish alphabet contains eight vowels {A, E i],O, O, U, U} and twenty-one con-

sonants {B, C,C, D, F, GG, H, J,K,L,M,N, P,R, SS, T, V, Y, Z} totaling to 29

letters. In lower case, vowels {a, e, 1, i, 0, 6, u, U} and consonants {b, c, ¢, dgfg,

ik, I, m, n, p,r, ss t v, Yy, z} are written as shown. {l, 1} andi{ i} being two differ-

ent letters may be confusing to many readers who are not native (Turkish) speakers.
Table 1 shows the individual Turkish letter probabilities if space is suppressed in

the text. That table also introduces the frequency ordering of Turkish as

AEINRLIKDMYUTSBOUSZGCHGVCOPFJ

Table 1. Normal Turkish letter frequencies (%) in decreasing order

A >118 | »> 512 T > 327 Z-> 151 C-> 097
E 2900 K= 470 S>> 303 G-> 132 0O->086
[ 2834 D> 463 B> 276 C-> 119 P> 084
N—>729 M-> 371 O=-> 247 H-> 111 F > 043
R >698 Y=>342 U> 197 G-> 107 J =003
L 2607 U->329 § > 183 V-> 1.00
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2.1 Letter Groupings

Unlike letter frequencies and their order which fluctuate considerably, group frequen-
cies are fairly constant in all languages [10]. The following are some useful Turkish
letter groups where each group is arranged in decreasing frequency order.

+  Vowels{A E,I,1,U,0,U, O} 42.9%

e High freq. consonants {N, R, L, K, D} 29.7%

e Medium freq. consonants {M, Y, T, S, B} 16.2%

+ Lowfreq. consonantsy, Z, G, C,H,G,V,C,P,F,J}11.3%
« High freq. vowels {A, E, I} 34.3%

« Highest freq. letters {A, EI, N, R} 43.4%

+ High freq. letters {A, EI, N, R, L, |, K, D} 63.8%

2.2 CryptanalysisUsing Letter Patterns

Monoalphabetic substitution ciphers replace each occurrence of a plaintext letter (say
a) with a ciphertext letter (sai). Table 2 shows the frequency counts for the example
ciphertext given in Section 1. Clearly, an exact match between these counts and the
normal plaintext letter frequencies of Table 1 is not expected. Nevertheless, it is very
likely that highest frequency ciphertext letter8,[,B,U } are substitutes for letters

from the highest frequency normal letters set whichdse{i,n,r }. It is expected

that the low frequency ciphertext symbol§,0,T,V, S,G,R } resolve to the letters

from the low frequency plaintext letters set 0§{z,g,¢,h, g,v,c, p.fj }-

Table 2. Letter frequencies in the example ciphertext

P > 21 E> 7 C > 4 u-> 3 T>1
L > 20 Y > 7 H-> 4 D> 3 Vol
B > 16 Z>7 N> 3 I > 2 S >1
U > 13 J>5 A>3 i > 2 G>0
G > 9 M-> 5 K> 3 cC-> 1 R=>0
F > 8 O->5 S > 3 o> 1

3 Letter Contact Patterns

Letter contact data (transition probabilities) is an important characteristic of any lan-
guage because contacts define letters through their relations with one another. For
instance, in Turkish vowels avoid contact, doubles are rare. These behaviors can be
observed from Table 3 which holds the normal contact percentage data for Turkish.
Table 3 is modeled after a similar table for English by F. B. Carter reproduced in [10].
Taking any one letter, say A: On the left, it was contacted 16% of the time by L, 10%
by D, etc., and 99.43% of its total contacts on that side were to consonants. On
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the right, it was contacted 19% of the time by R, and 0.81% of the time by vowels.
Note that the table only contains contacts with a frequency of 3% or more. The most
marked characteristics of Turkish letter contacts\ansels do not contact vowels on

either side and doubles are rare. Since no consonant avoids vowel contact, vowels
and consonants are very much distinguishable. Only significant doubles are TT and
LL for consonants and AA for vowels. Doubles for vowels are so rare that even AA
did not make into the Table 3.

3.1 Most Frequent Digramsand Trigrams

In Turkish, among 29digrams about one third and among thé #fyrams about one
tenth constitute the 96% of the total usage. In Table 4, none of the first 100 digrams
contains doubles. Fifty of them are in the form consonant-vo@&)( 42 are in the

form vowel-consonant(C) and only 8 are in the formQC). Usage of the first ten
digrams in Table 4 sums up to 16.9%, first 50 to 47.9% and first 100 to 69.5%.

Table4. The 100 Most Frequent Digrams in Turkish (Frequencies in 100,000)

AR 2273 DI 1021 NI 703 OL 586 A s 500 BE 433 KI 350
LA 2013 ND 980 AY 698 SI 578 NL 496 KE 424 RU 349

AN 1891 RA 976 YO 686 LI 576 Tl 494 EY 421 Gi 347
ER 1822 AL 974 EK 683 RE 566 EM 494 ES 411 AZ 343
IN 1674 AK 967 RD 681 Sl 565 UN 492 IK 407 IS 343

LE 1640 IL 870 TA 670 M1 564 DU 487 RL 393 GI 342
DE 1475 RI 860 AM 638 TE 562 GE 480 Ml 392 Gl 340

EN 1408 ME 785 DI 637 ET 560 AT 479 IK 379 AH 338
IN 1377 L 1782 SA 624 IM 541 SE 457 CA 379 YL 324
DA 1311 OR 782 iy 619 Ti 537 ED 452 LD 362 UR 319
IR 1282 NE 738 Ki 618 HA 528 UR 452 CE 361

Bi 1253 RI 733 UN 606 AS 527 ON 452 NU 359

KA 1155 BA 718 NA 602 BU 516 KL 447 I s 355

YA 1135 NI 716 AD 592 VE 508 IL 438 17 353

MA 1044 EL 710 YE 588 IR 503 is 434 LM 353

Observe that Turkish letter contact data (Table 3) is not symmetric. For instance BU is
in the table but its reverse UB is not. High frequency digrams (Table 4) with rare
reverses (i.e., reverses are not in Table 3) e.g. ND, OR, RD, DI, OL, BU, NL, TI, UN,
DU, GE, ON, RL, LD, YL and high frequency digrams with reverses which are also
high frequency digrams (i.e., both the digram and its reverse are in Table 4) e.g., AR,
LA, AN, ER, IN, LE, DE, EN, IN, DA, IR, KA, YA, MA, RA, AL, AK, IL, Ri, ME,

Li, NE, R, EL, AY, EK, TA, AM, SA, UN, NA, AD, YE, S, LI, RE, Mi, TE, iM,

HA, AS, IR, SE, ED, UR, IL are useful for distinguishing letters from each other.

Table 5 shows that none of the most common Turkish trigrams contain two vowels
or three consonants in sequence; that is, W0V, VVC, CVV, or CCC patterns.
Most common trigram patterns in Table 5 &€V (46 times), followed byCVC (35
times).CCV andVCC are seen 11 and 8 times, respectively. The first 10, 50 and 100
trigrams represent, respectively, 7.2%, 19.0%, and 28.7% of total usage.
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Table5. The 100 Most Frequent Trigrams in Turkish (Frequencies in 100,000)

LAR 1237 ANl 362 EST 283 iLI 245 RLA 216 AGl 194 RDI 169
BIR 952 AMA 357 NIN 280 BAs 243 Mis 213 ORD 194 SON 168
LER 949 RIN 345 YLE 277 ARD 242 YAN 212 GEL 194 ILA 167
ERI 764 NLA 338 ADI 273 NIN 239 ECE 209 MAN 192 BEN 166
ARI 757 DAN 338 1YO 271 RDU 231 AYIl 207 ACA 192 CAK 165
YOR 643 IND 336 ELE 271 MIs 229 LMA 207 OYL 191 IRt 163
ARA 521 EDI 326 INE 266 OLA 227 1GI 207 KAD 187 EYE 163
NDA 482 ADA 321 9N 265 |Gl 226 EDE 206 ERD 183 Asl 162
INI 432 AYA 316 ANL 263 EGI 223 TAN 205 ORU 178 CIK 160
INI 428 KAR 299 KLA 262 EME 223 NDI 204 RAK 177 KAN 159
AS| 387 ALA 298 ERE 262 |INA 222 KAL 204 D iY 172

DEN 383 LAN 296 ALl 258 ANA 220 ONU 201 KLE 171

NDE 383 EN 294 ELI 256 KEN 218 UNU 200 VER 170

RIN 372 SIN 294 1IYE 255 1ICGI 217 END 199 EM 169

ILE 367 IND 291 BiL 246 IYO 217 CiN 198 GOR 169

3.2 CryptanalysisUsing Letter Contact Patterns

Vowels usually distinguish themselves from consonants by not contacting each
other. Table 6 shows the letter contact frequencies for the six most frequent ciphertext
letters {P,L,B,U, G,F }. Highest frequency lettersK,L } do not contact each other
and almost certainly are vowels. Lette®,{G} both contact f,L }, and thus they are
consonants. Lettet does not contact either of theP{L } and it is likely to be a
vowel. LetterF must be a consonant because it contacts two (presumable) vowels
{L,U}. When the table is extended to include all ciphertext letters, it is determined
that {P,L,U,C,H,1,C  }are very likely to be vowels.

Table6. Letter frequencies in the example ciphertext

= L B U g F
= = - 3 - 1 3
L - 1 1 - 1 1
B 4 1 - 2 - -
U - - 4 - 1 1
& 4 1 - 1 - -
F - 2 - 2 - -

Now, let us focus on the two doublés in FLLG andZZ in PZZUF These doubles
may be associated to the only significant doubles of Turkighl,da }ie.,
{L,Z} > {tl,a }. Due to frequency and vowel analysls,is a strong candidate for

a, we may temporarifybind L->a. This makes letter P the strongest candidate for
letter e i.e., P>e. Letter Uis a vowel and it is either one ofif }. BUB is a re-
peated trigram with the ‘121’ pattern and in Table 5, the only ‘121’ patterned trigrams

1 Cryptanalysis is mostly a trial and error process and all bindings are temporary.
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with starting and ending with a consonant (i.€YC) are NIN and NN. Thus, we
may bind letteB->n and stop here to continue later.

4 \Word Patterns

Primary vowel harmony rule is that all vowels of a Turkish word are either back vow-
els {A,1,U,0} or front vowels {E],U,0}. Secondary vowel harmony rule states that
(i) when the first vowel is flat {A,E,li}, the following vowels are also flat e.g.,
BAKIRCI, ISTEK, (ii) when the first vowel is rounded {U,0,U,0}, the subsequent
vowels are either high and rounded {U,U} or low and flat {A,E}, and (iii) low and
rounded vowels {O,0} can only be in the first syllable of a wokast Phoneme Rule
is that Turkish words do not end in the consonants {B,C,D,G}. Each of these rules has
exceptions. Using a root word lexicon, Gungor [11] determined that only 58.8% of the
words obey the primary vowel harmony rule. The secondary vowel harmony rule is
obeyed by 72.2%. The most obeyed rule is the last phoneme rule with 99.3%.

The average word length of Turkish is 6.1 letters about 30% more than that of
English. Words with 3 to 8 letters represent over 60% of total usage in Turkish text.

4.1 Common Words, Beginnings, and Endings

When word boundaries are not suppressed in ciphertext, frequent word beginnings,
endings and common words provide a wealth of information. The most frequent 100
Turkish words and the most common 50 n-grams for each of the other categories to-
gether with their percentage in total usage are given below.

Common words BTR VE BU DE DA NE O1Bi IGIN GOK SONRA DAHA
Ki KADAR BEN HER iIYE DEOD AMA HG YA iLE EN VAR TURKYE
Mi TKi DEGiL GUN BUYUK BOYLEiN MI IN ZAMAN iN 1GINDE
OLAN HLE OLARAK siMO KENOD BUTUN YOK NASIL SEY SEN
BASKA ONUN BANA ONCE NINY: ONU DGRU BENM OVYLE BEN
HEM HEMEN YENFAKAT BiZiM KUGUK ARTIK {LK OLDWUNU sU
KADIN KARsl TURK OLDWU iSTE COCUK SON iZ VARDI OLDU
AYNI ADAM ANCAK OLUR ONAIRRZ TEK BEY ESK YIL BUNU TAM
INSAN GORE UZUNSE GUZEL YNE KIZ BiRt GUNKU GECE (23%)

Note that any n-gram enclosed within a pair of punctuation mark(s) and space(s) is
counted as a word. For instandBAKAN’IN " (minister’'s ) is taken as two words
“BAKAN and “IN”. The only one-letter word in Turkish i©(it/he/shg . The list
contains many non-content words suchBaR (one), VE (and), BU (this), DE

DA (too/also), NE (what), KI (that/who/which),AMA (but), ILE (with) and
fewer conceptual words such aURKIYE (Turkey), ZAMAN (time), INSAN
(human), GUZEL (beautiful).
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Digramword endings. AN EN IN AR IN DA ER DE DI AK LE NI NA NE
NI IiM DI Ri RI OR EK YE RA DU UN YAIKIR LA IM LI SI IK
IRL ETTIT I CE SIUMIS REGI iIZ iK is MA IZ Bi (73.1%)

Trigram word endings. LAR DAN LER DEN YOR AR INI NDA INI ERt
INE INA NDE NIN NN RDU YLE M AYA ASI Mis RAK IGl RIN
CAK ES RDI ARA IYE NRA MAK MEK TANGi DAR RN EYE MAN
LIK RUM UNU ADA RDADI KEN DIR TEN DR LIK YLA (41.6%)

Digramword beginning . Bt KA YA DE BA BU GE VE OL DA HA SA BE GO
SO KO TA G SE NE HE AL GU YE ANIDIC KE K AR TE CO DU
KU IN VA IS ME KI DO PA ONiL CA DU YO MA TU Cl M(67.3%)

Trigramword beginnings. BIR BAS 1Ci KAR GH. GOR SON BEN OLA KAD
YAP BiL KAL VER KEN CIK DE VAR GUN YAN i® iIST BAK OY
TUR HER ARA OLM DED COKsDDAH BUN GER OLD YER KON GEC
PAR DUR KUR I ANL COC YAR YIL BUL SEN OLU YQR0.6%)

A careful observation of Turkish word endings and beginnings given above reveal a
distinct feature of Turkishthe first two and the last two letters of a word contain a
vowel. In other words, (almost) no Turkish word starts or ends with a consonant-
consonant CC) or vowel-vowel V) pattern. Very few words (about 2%), mostly
foreign origin e.g. TREN (train), KRED(credit), RNG (ring) do not obey this rule.

A vowel identification method is developed for Turkish using thiwo CC or W
patterns at word boundariesrule” and presented in the next subsection.

4.2 A New Vowel Identification M ethod for Turkish

When spacing is not suppressed in a ciphertext for a mono-alphabetic cipher the fol-
lowing technigue can be employed to distinguish vowels from consonants.

First, make a list of digram word beginnings and endings. Let us call Péne.ist.

Then pick a pair containing a high frequency (in the ciphertext) letter. Remove the
pair from thePairList. Then, create two empty listdstl andList2 and put one letter

of the pair toList1l and the other to theist2. Next, repeat the following steps until all
elements irListl andList2 are marked (processed), (i) pick and mark first unmarked
element (say X) irListl or List2. In thePairList find each pair in the form XY or YX

and put Y to the list that X does not belong to and remove that pair frorRdhrd.ist.

At the end of the process, remove duplicates from both lists and smaller list will be
(very likely) vowels and the other list will contain consonants. For those few words
that do not obey therlo CC or VV patterns at word boundaries’ rule may cause a
letter to end up in both lists. If that is the case, get two counts: separately count the
number of times the letter contacts to the membedsigif andList2. Since a contact
between the members of a list indicates eit@& or VV pattern, if one count is
dominant remove the letter from that list. For example if letter X is seen many times
with the elements ofistl and few times with the elements bfst2, remove it from
Listl, and keep it irList2. If no count is dominant, remove it from both lists.
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At the end, thePairList may contain pairs whose letters not placed in either list be-
cause they do not make contact (at word beginnings or endings) to any other letter in
lists (Listl andList2). In such situations, again count number of contacts to each list's
elements for both letters of the left behind pairs, this time using all contacts, not only
the digrams at word beginning and endings. Then, using these counts determine
whether they fit in the vowel list or the consonant list.

_ Let us illustrate this method for our ongoing examghairList = {DL,FL,CB,

Ol, GU,AP,SI,ML,SC,DP,SU,CE, GP,PZLO,0P,ALJP, GP,MH,FC,UD,

FU,TU,L G,OL,JL,P G,UBJP,LB,PABP,U G,YU,UFBLUE, 1V,ZUJU,
HZ,CB,NH}. First, pick theDL pair and creatéistl ={D}, List2 ={L}. Next, pick D

from Listl and process pairs containirigji.e., DP and UD resulting inList1={D*},

List2 ={L,P,U } where D* meansD has been processed. Then, pickiom List2 and
process pairs containirige.g.,FL,ML,AL,... producingListl={D*,F,M,A,0, G,

J,B }, List2={L,P,U }, and continue until all letters in both lists are processed. Final
lists are formed atistl={D*,F,M,A,0, &,J,0,ZB,E)Y,S 1}, List2={L,P,U,
C,IL,H,C 1} Sincelist2is shorter, it contains vowels.

Pairs {IV} and {TU} are left in thePairlist. In the ciphertextl occurs twice and
contactsP, U, L and they are all vowels. Thus,must be a consonant adimust be a
vowel. Similar analysis adds andU to the consonant and vowel lists respectively.

4.3 CryptanalysisUsing Word Patterns

We temporarily marked {,P,U,C,I,H,C,U,V } as vowels and bound.->a,
P->e, B>n, andU>{1,i }. The primary vowel harmony rule gives us a way to dis-
tinguish between andi : If U>1 association is correct) will coexist in many ci-
phertext words with.>a, otherwiseU=>i is true andU will be seen together with
P->e in many ciphertext words. Sinc® ->e,U i} seen together in eight words
while {L a,U =1} in only three words, the likely option ig->i .

Let us concentrate on the next two highest frequency le€ieaad F which appear
in a rare patterrsLLF - ?aa?. There are not too many four letter words with the
unusual patterrfaa? . There are only 7 matching wordfgal, maa s, naa s,
saat, vaat, vaaz, zaaf . Except the worcsaat each candidate contains a
letter from the low frequency consonants grodp §,v,z }. Thus, it is likely that
F->s,andG->t . At this point there are many openings to explore.

-a-a-tesi sa-a-- saat —n-a —n-a ti-a-et -e—-e-inin --

ne-e —a-an ----e- -en-e-esine —it. —ta-a-i te-es----

e—-is a-as-na —e-i-. —a-- -e-—-n-i te-ne-i - s-n

i---- te-nenin —a—a—-n-a.

The partial words a-a-tesi, —it, s-n,te-nenin can easily be identified as
Pazartesi( Monday), git (go), son ( lasf), andteknenin ( yatch'y. Fur-
thermore, since we have already identifiedanda, only remaining candidate fdr
is Z. Putting all this together, we have the partial decryption:

pazartesi sa-a— saat on-a —n-a ti-aret —erkezinin -
ne-e —akan g-zle- pen-eresine git. Orta-aki telesko—-
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ellis a-as-na -evir. —-a-- -elkenli tekne-i —-I. son
ip--- teknenin —a-ra—-n-a.

Completion of the decryption is left to the curios reader. Full decryption reveals that
the ciphertext contains a single substitution error. Can you find it?

5 Conclusion

We have presented some Turkish language patterns and frequency data compiled from
a large text corpus. The data presented here is relevant not only to the classical cryp-
tology but also to the modern cryptology due to its potential use in automated plain-
text recognition and language identification.

We have also demonstrated two things; first, the data’s usage on a complete crypt-
analysis example and the second, new insight can be attained through careful and
systematic study of language patterns. We have discovered a distinct pattern of Turk-
ish language and used it to develop a new approach for vowel identification.

What we could not address due to the limited space are (i) the fluctuations of the
data for short text lengths, and (ii) the application of the data to other cipher types,
especially substitution ciphers without word boundaries and the transposition ciphers.

Our future work plan includes the investigation of n-greemsatility (the number of
different words in which the n-gram appears), goditional frequency of n-grams.
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