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Dersin Adi Course Name
Bilgisayar Aglarinda Giivenlik Security in Computer Networks
Ders Turu
. . (Course Type)
Kodu Yariyih Kredisi AKTS Kredisi
(Code) (Semester) | (Local Credits) | (ECTS Credits)

BLG510E 11 Bahar 3 7,5 Segmeli (Elective)
Bolim / Program Bilgisayar Miihendisligi / Computer Engineering
(Department/Program)

Dersin Tari Secmeli Dersin Dili Ingilizce
(Course Type) (Elective) (Course Language) | (English)

Dersin Icerigi

(Course Description)

Sayilar teorisi, Bilgisayar aglari, Bilgisayar giivenligi kavramlari, Kriptoloji, Ag ve tasima
katmaninda giivenlik, Asillama ve yetkilendirme yontemleri, Giivenlik uygulamalari: Sanal
Ozel ag, Sizma belirleme sistemi, Giivenlik duvari, Viriis tarayici, Bulut ve nesnelerin
Interneti igin giivenlik.

Number theory, Computer networks, Computer security concepts, Cryptology, Security in
network and transport layers, Authentication and authorization methods, Security
applications: VPNSs, IDSs, Firewalls, Virus scanners, Security in the cloud and loT.

Dersin Amaci

(Course Objectives)

=

Ag giivenligi ve kriptoloji konularini 6gretmek

2. Ogrencilerin bilgisayar aglarinin ve sistemlerinin giivenligini anlamalarim ve
¢ozlimleyebilmelerini saglamak

3. Ogrencilerin giivenlik mimarileri tasarlayabilmelerini saglamak

4. Uygulamada karsilagilan giivenlik kavramlarini gostermek: tehditler, zayifliklar,
saldirilar ve saldir1 savusturma dizgeleri

5. Yasal konular1 tartigmak

1. To teach network security and cryptography

2. To make the students understand and be able to analyze the security of computer
systems and networks

3. To make the students be able to design security architectures

4. To experiment practical security: threats, vulnerabilities, attacks and attack
prevention systems

5. Todiscuss legal issues

Dersin Ogrenme
Ciktilan

(Course Learning
Outcomes)

1. Kriptolojiye iliskin bilgi sahibi olmak; kriptografik ve kriptanalitik yontemleri
tanimak

2. Giivenlik mimarilerinin bilesenlerini bir araya getirmek ya da ayristirmak,
bilesenlerin etkilesimi hakkinda akil yiiriitmek

3. Givenlik protokoli tasarlamak ve ¢oziimlemek

4. Giivenlige iliskin yasal ve toplumsal konularla ilgili bilgi sahibi olmak

1. To have knowledge on cryptography; to be familiar with cryptographic and
cryptanalytic methods

2. To Be able to compose and decompose components of security architectures, reason
about the relation of components

3. To be able to analyze and design security protocols

4. To be familiar with the related social and legal issues




Ders Kitabi “Cryptography and Network Security: Principles and Practice, 7th Edition”,
(Textbook) William Stallings, 2017, Pearson.
Diger Kaynaklar ¢ “Thinking Security: Stopping Next Year's Hackers”, 2016, Steven M.

(Other References)

Bellovin, Pearson.

e “Introduction to Network Security: Theory and Practice, 2nd Edition”,

Jie Wang, Zachary A. Kissel, 2015, Wiley.

e “Network Security: Private Communications in a Public World, Second
Edition”, Mike Speciner, Radia Perlman, Charlie Kaufman, 2002,

Pearson.

¢ “Network Security Essentials: Applications and Standards, 6th Edition”,
William Stallings, 2016, Pearson.

Odevler ve Projeler

(Homework & Projects)

Dersin bir donem projesi vardir.

There will be one term project.

Laboratuvar Uygulamalari

(Laboratory Work)

Bilgisayar Kullanimi

(Computer Use)

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler
(Activities)

Adedi
(Quantity)

Degerlendirmedeki Katkisi, %
(Effects on Grading, %)

Y1l i¢i Siavlan
(Midterm Exams)

2

40

Kisa Smavlar

(Quizzes)

Odevler
(Homework)

Projeler
(Projects)

20

Donem Odevi/Projesi
(Term Paper/Project)

Laboratuvar Uygulamasi
(Laboratory Work)

Diger Uygulamalar
(Other Activities)

Final Sinav1
(Final Exam)

40




DERS PLANI

Dersin
Hafta Konular Ciktilar
1 Giivenlik kavrami: tehditler ve hedefler. Sayilar teorisine giris. 1,2, 4
2 Bilgisayar Aglarinin Temelleri 2,4
3 Klasik sifreyazim yontemleri 1
4 Oz alma islevleri, Mesaj asillama kodlar, sifrelemenin calisma modlar, rasgele bit olusturma, 1
rasgele say1 liretme, “siinger” islevleri
5 Bakisimsiz sifreyazim: RSA ve ElGamal, Sayisal imzalar, Acik anahtar altyapisi, Vekil 1
sertifikalar
6 Eliptik egriler, Anahtar dagitimi ve yonetimi 1
7 Ozet ve giincel kriptografik gelismeler. 1
8 Ag katmaninda giivenlik, IPSec, Tagima katmaninda giivenlik, SSL’den TLS 1.3’e, telsiz 2,3
aglarda giivenlik.
9 Asillama: Sifreler. Tek kullanimlik sifreler 2,3
10 Asillama: Tek-seferde-giris ve kurumlararasi asillama, Kerberos, Shibboleth, sertifika tabanl 2,3
asillama, anonim asillama
11 Yetkilendirme: Erisim modelleri, erigim politikalari, izinler, politikalarin uygulanmasi i¢in 2,4
teknikler, giinlukler
12 Sanal 6zel aglar, Giivenlik duvarlari, Sizma belirleme sistemleri, Viriis tarayicilar 2,4
13 Bulut ve Nesnelerin Interneti icin giivenlik: Sanallastirma, hesaplamayi iistleniciye birakma, 2,3,4
depolamayn iistleniciye birakma, kisith kaynaklarla sifreyazim teknikleri, kisitli enerjiyle
haberlesme teknikleri
14 Ozet ve giincel gelismeler 1,2,3,4
COURSE PLAN
Course
Weeks Topics Outcomes
1 The security mindset: threats and goals. Introduction th number theory. 1,24
2 Basics of computer networks 2,4
3 Classical cryptographic methods 1
4 Hash functions, MACs, modes of operation of encryption, random bit generation, random 1
number generators, sponge functions
5 Asymmetric cryptography: RSA and ElGamal, Digital signatures, PKI, proxy certificates 1
6 Elliptic curve cryptography, Key distribution and management 1
7 Summary and recent cryptographic advancements 1
8 Security in network layer, IPSec, Security in transport layer, SSL to TLS 1.3, Security in 2,3
wireless networks
9 Authentication: passwords and OTPs 2,3
10 Authentication: SSO and federated authentication: Kerberos & Shibboleth, certificate-based | 2, 3
authentication, anonymous authentication
11 Authorization: Access models, Access policies, Permissions, Policy enforcement techniques, | 2, 4
logging
12 VPNs, Firewalls, IDSs, Virus scanners 2,4
13 Security in the Cloud and 10T: Virtualization and sandboxing, outsourcing execution, 2,3, 4
outsourcing storage, encryption with limited resources, networking with limited resources
14 Summary and recent advancements 1,2,3,4




Dersin Bilgisayar Miihendisligi YL Programyla iliskisi

Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢iktilar)

Katki
Seviyesi

1

2

3

Lisans diizeyi yeterliliklerine dayali olarak, ilgili program alaninda bilgilerini uzmanlik
diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).

X

Alaninin iligkili oldugu disiplinler arasi etkilesimi kavrayabilme (bilgi).

Alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali bilgileri kullanabilme
(beceri).

Alaninda edindigi bilgileri farkli disiplin alanlarindan gelen bilgilerle biitiinlestirerek
yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

Alanini ile ilgili karsilagilan sorunlart arastirma yontemlerini kullanarak ¢éziimleyebilme
(beceri).

Vi.

Alanini ile ilgili uzmanlik gerektiren bir calismay1 bagimsiz olarak yiiriitebilme (Bagimsiz
Calisabilme ve Sorumluluk Alabilme Yetkinligi).

Vii.

Alanu ile ilgili uygulamalarda karsilasilan ve 6ngdriilemeyen karmasik sorunlarin ¢éziimii
icin yeni stratejik yaklasimlar gelistirebilme ve sorumluluk alarak ¢6ziim tiretebilme
(Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

viii.

Alanu ile ilgili sorunlarin ¢éziimlenmesini gerektiren ortamlarda liderlik yapabilme (Bagimsiz
Caligabilme ve Sorumluluk Alabilme Yetkinligi).

Alaninda edindigi uzmanlik diizeyindeki bilgi ve becerileri elestirel bir yaklagimla
degerlendirebilme ve dgrenmesini yonlendirebilme (Ogrenme Yetkinligi).

Alanindaki giincel gelismeleri ve kendi ¢aligmalarini, nicel ve nitel veriler ile destekleyerek,
alanindaki ve alan disindaki gruplara, yazili, sozlii ve gorsel olarak sistemli bigimde aktarabilme
(iletisim ve Sosyal Yetkinlik).

Xi.

Sosyal iliskileri ve bu iliskileri yonlendiren normlart elestirel bir bakis agist ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gegebilme (Iletisim ve Sosyal
Yetkinlik).

Xil.

Alaninin gerektirdigi diizeyde bilgisayar yazilimu ile birlikte biligim ve iletisim teknolojilerini
ileri diizeyde kullanabilme (iletisim ve Sosyal Yetkinlik).

Xiil.

Alanu ile ilgili verilerin toplanmasi, yorumlanmasi, uygulanmasi ve duyurulmasi
asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek denetleyebilme ve bu
degerleri 6gretebilme (Alana Ozgii Yetkinlik).

Xiv.

Alanu ile ilgili konularda strateji, politika ve uygulama planlari gelistirebilme ve elde edilen
sonuglari, kalite siirecleri cercevesinde degerlendirebilme (Alana Ozgii Yetkinlik).

XV.

Alaninda 6ziimsedikleri bilgiyi, problem ¢6zme ve/veya uygulama becerilerini,
disiplinlerarasi galigmalarda kullanabilme (Alana Ozgii Yetkinlik).

XVi.

Tezli programlarda, kendi ¢aligsmalarini, alanindaki uluslararasi platformlarda, yazili, s6zli
ve/veya gorsel olarak aktarabilme (Alana 6zgi yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and the Computer Engineering Graduate (MS)

Curriculum

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in the related program’s area, based upon the
competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to one’s area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in the
area(skill).

Interpreting and forming new types of knowledge by combining the knowledge from the area
and the knowledge from various other disciplines (skill).

Solving the problems faced in the area by making use of the research methods (skill).

VI.

The ability to carry out a specialistic study related to one’s area independently.
(Competence to work independently and take responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems
arising in the practical processes of one’s area and coming up with solutions while taking
responsibility (Competence to work independently and take responsibility).

viii.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to the area (Competence to work independently and take responsibility)

Assessing the specialistic knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in the area and one’s own work to other
groups in and out of the area; in written, oral and visual forms (Communication and Social
Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xii.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of the area (Communication and Social Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values during the collecting,
interpreting, practicing and announcing processes of the area related data and the ability to
teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to the area
and the ability to evaluate the end results of these plans within the frame of quality processes
(Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

In the programs with thesis, the ability to present one’s own work within the international
environments orally, visually and in written forms (Area Specific Competency).

Diizenleyen (Prepared by) Tarih (Date) Imza (Sienature)
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